bsi.
Certificate of Registration

CLOUD SECURITY MANAGEMENT SYSTEM - CSA STAR CERTIFICATION 2014

By Royal Charter

This is to certify that: Microsoft Corporation
Microsoft Azure
One Microsoft Way
Redmond
Washington
98052
USA

Holds Certificate Number: STAR 658377

and operates a Cloud Security Management System which complies with the requirements of CSA STAR
CERTIFICATION 2014 for the following scope:

Please see scope page.

For and on behalf of BSI:

Frank Lee, EMEA Compliance & Risk Director
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This certificate was issued electronically and remains the property of BSI and is bound by the conditions of contract.
An electronic certificate can be authenticated online.
Printed copies can be validated at www.bsigroup.com/ClientDirectory

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.


https://pgplus.bsigroup.com/CertificateValidation/CertificateValidator.aspx?CertificateNumber=STAR+658377&ReIssueDate=05%2f10%2f2016&Template=uk

Certificate No: STAR 658377

Registered Scope:

The management of information security in the following areas: infrastructure, development, security and
engineering services/systems, operations and support for the following Azure Services in accordance with
Microsoft Azure ISMS Statement of Applicability 2016.01 dated 6/28/2016:

Compute: Virtual Machine, Batch, Service Fabric, Cloud Services, RemoteApp

Networking: Virtual Network, Load Balancer, Application Gateway, VPN Gateway, Traffic Manager, Express
Route

Storage: Storage (blobs, queues, files, disks, tables, cool and premium), StorSimple, Backup, Site Recovery

Web + Mobile: App Service (including Web Apps (formerly Websites), Mobile Apps, API Apps), Media
Services

Databases: SQL Database, DocumentDB, Redis Cache, Data Factory

Intelligence + Analytics: HDInsight, Machine Learning, Stream Analytics, Data Catalog, Data Factory,
Power BI

Internet of Things: IoT Hub, Event Hubs, Stream Analytics, Machine Learning, Notification Hubs
Enterprise Integration: Biztalk Services, Service Bus, API Management, StorSimple, Data Factory

Security + Identify: Key Vault, Azure Active Directory (Including Microsoft Online Directory Services and
Organizational Identity services, Active Directory Gateway and Evolved Secure Token Service, Access
Control Service, Azure Active Directory Connect Health, Active Directory Device Registration, Identity and
Access Management (including Sync Fabric, Cloud Password Single Sign-On, Self-Service Group
Management, Self Service Password Reset)), Multi-Factor Authentication, Rights Management Service

Management and Security: Microsoft Azure Portal (including Azure IaaS Experience), Azure Resource
Manager, Log Analytics (formerly Operational Insights), Automation, Backup, Site Recovery, Scheduler,
Traffic Manager, Microsoft Cloud App Security

Mobile Device and Application Management: Intune

Azure Supporting Infrastructure Services
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